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5. LNS BB =5

5.1 CISCO & #&1EN LNS B E = H

Building configuration...
Current configuration : 1384 bytes
!
upgrade fpd auto
version 12.2
no service single-slot-reload—enable
service timestamps debug uptime
service timestamps log uptime
no service password—encryption
!
hostname Router
!
logging rate—limit console 10 except errors
aaa new-model
aaa authentication login default local
aaa authentication ppp default group radius /X B ppp ik 7E 77 radius A 7iE
aaa authorization network default group radius /S E radiusiZ R 7 X
aaa accounting network default start-stop group radius /K Eradiusst 7 &
enable password 123
!
username aa password 0 123
ip subnet-zero
I
!
no ip finger
!
vpdn enable /) L2TPRE G B &
!
vpdn—group vpdn
! Default L2TP VPDN group
accept—dialin
protocol 12tp

virtual—-template 1

lcp renegotiation always ST A F
12tp tunnel password 0 sk SR E R, [ 2TPIE G ZBMNREF IR,

!

call rsvp—sync
|
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!

interface Loopback0

ip address 11.0.0.254 255.255. 255. 255

|
|

interface Ethernet0/0

ip address 192.X. X. X 255. 255.255.0

half-duplex
!

interface Serial0/0

ip address 10.X. X. X 255. 255. 255. X

!

interface Ethernet0/1

ip address 100.100. 100. 1 255. 255. 255. 0

half-duplex

I

!

interface Virtual-Templatel
ip unnumbered Ethernet0/0
no peer default ip address
compress mppc

ppp authentication chap pap
!

ip classless

ip route 0.0.0.0 0.0.0.0 10.X. X. X

SSEHED, B % H R A BIWANE o

JIRIEZE IR, #e%AF
//ZXZ)ET.;{, /fffﬁé/}]O/'/AP

ST 18] H A E B A A, RAEEE

ip route 192.168.1.0 255.255.255.248 11.0.0.1 //4E— 1 24,& 60455555 1, 145 &2
ip route 192.168. 1.8 255.255. 255. 248 11.0. 0. 2

ip http server
|

radius—server host 100.100. 100. 2 auth-port 1812 acct—port 1813 key risetek
/S5 E IR F BEHAE, KA/ T BT AFFH
VE 1% BB 59 B A A GE IR F B LB A FF ) F L —H
radius—server host 100.100. 100. 3 auth—port 1812 acct—port 1813 key risetek
/35K TENR 5 25 b bk R RS

radius—server retransmit 0O
!
line con 0
transport input none
line aux 0
line vty 5 15
!
no scheduler allocate

end
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5.2 AR EVEAN LNS Bt B~ B

[V200R003C01SPC300]
#
snmp—agent local—engineid 800007DB03DCD2FC974449
snmp—agent
#
http timeout 3

http server enable

#

drop illegal-mac alarm
#

12tp enable
#

wlan ac—global carrier id other ac id 0
#
radius—server template 1 //BE radius IR %
radius—server shared—key simple risetek SSIER T, RUAMEIRFH—H

radius—server authentication 192.168.4.199 1812 //ZA 2EJR 4 524 2EAE At 7F 3 R 58 0
radius—server accounting 192.168.4. 199 1813 SR TESR S5 7 o H bR 5
#
pki realm default
enrollment self-signed
#
aaa
authentication—scheme default
authentication—scheme 12tp JSVBE aaa hiEG R, 725 12tp (8 E R E X %
#*5)
authentication-mode radius S/RIEZ AR radius K7
authorization—scheme default
authorization—scheme 12tp /B E aaa R 5 A
authorization-mode radius SRR XA radius
accounting—scheme default
accounting—scheme 12tp JS/E aaa Tt A
accounting-mode radius /STt X radius
domain default
domain default admin
domain 3gtest S/TEE [sp H &, T & interface virtual-template 1 7 /HZ)
authentication—scheme 12tp //#5E A 2E 5 47 [2tp
accounting—scheme 12tp SSIERF T KA 12t
authorization-scheme 12tp //#5E 7 # 5 X [2tp
radius-server 1 //HEE radius IR F MK

local-user admin password cipher admin
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local-user admin service—type telnet http
#

firewall zone Local

priority 16

#

interface Vlanifl

ip address 192.168. 4. 254 255. 255. 255. 0
#

interface Ethernet0/0/0
#

interface Ethernet0/0/1
#

interface Ethernet0/0/2
#

interface Ethernet0/0/3
#

interface Ethernet0/0/4
#

interface Ethernet0/0/5
#

interface Ethernet0/0/6
#

interface Ethernet0/0/7
#

interface Ethernet0/0/8

ip address 221.6.3.2 255.255.255.252 /14 & BHEA AL
#

interface Virtual-Templatel

ppp authentication—mode chap domain 3gtest
ip address unnumbered interface LoopBackO
#
interface Cellular0/0/0

link-protocol ppp
#
interface NULLO
#
interface LoopBack(

ip address 172.16.1.254 255.255.255.0 //IXEI#E 0 RbAE, #EH# O /A
#
12tp—group 1

mandatory—chap

undo tunnel authentication

allow 12tp virtual-template 1

tunnel password simple sk SR E R, [2TPIEE 5B M5 F B RE
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#
ip route-static 0.0.0.0 0.0.0.0 221.6.3.1 /75515 & B Al 5524
ip route-static 192.168. 1.0 255.255.255. 248 11.0.0. 1 /& — 4, & a9 45 5% o1, ##
LS
ip route-static 192.168. 1.8 255.255. 255.248 11.0.0. 2
#
user—interface con 0
authentication—mode password
set authentication password cipher huawei
idle—timeout 0 0
user—interface vty 0
authentication—mode aaa
user privilege level 15
user—interface vty 1 4
#
wlan ac
#

return

5.3 =% %&/EN LNS BB~

#
version b.20, Release 1808, Standard
#
sysname H3C
#
12tp enable /N 2tp 7B
#
domain default enable system
#
telnet server enable
#
dar p2p signature—file cfa0l:/p2p default.mtd
#
port—security enable
#
vlan 1
#
radius scheme system
radius scheme vpdntest /S Eradius (vpdntest& g & & X 49)
primary authentication 22.144.102. 8 /K TEAR 5 B radius ik nE s bt
primary accounting 22.144.102.8 /I ZEIR # B radius it 4t
key authentication risetek LUK IR B FE
key accounting risetek L R GEIR F KA FE
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#

domain tets. vpdn. sc /& X domain, —AEFE X ] F 69 5
authentication ppp radius—scheme vpdntest /2K Zpppzk ZE 7 radiusik 7E
authorization ppp radius—scheme vpdntest /K E radiusiER 7 A
accounting ppp radius—scheme vpdntest /X Eradiusit % 7 &

access—limit disable
state active
idle—cut disable
self-service—url disable
accounting optional
domain system
access—limit disable
state active
idle—cut disable
self-service-url disable
#
traffic behavior behaviorfordeny
filter deny
#
user—group system
#
local-user admin
password cipher . ]@USE=B, 53Q="Q MAF4<1!!
authorization—attribute level 3
service—type telnet
#
12tp—group 1
mandatory—chap

allow 12tp virtual-template 1

tunnel password simple dxvpdn SR E R, LITPER G A5 M 15 & R FEE)

#
interface Aux0
async mode flow
link-protocol ppp
#
interface Virtual-Templatel
ppp authentication—-mode chap domain cc_zxyh. vpdn. jl
ip address unnumbered interface LoopBack0
#
interface NULLO
#
interface LoopBackO
ip address 11.0.0.254 255.255. 255. 255
#
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interface GigabitEthernet0/0

port link-mode route

ip address 10.232.2.106 255. 255. 255. 252 /G HE G B FEANH L
#

interface GigabitEthernet0/1

port link-mode route

ip address 192.168.2.1 255. 255.255.0 VL DB
#

ip route-static 0.0.0.0 0.0.0.0 10.232.2.105 /755 ZHbi5 & At inrbht
ip route-static 192.168. 1.0 255.255. 255. 248 11.0.0. 1 //ZF—4 35 K d9#5 555 &,
L

ip route—static 192.168. 1.8 255.255.255.248 11.0.0.2
#

load tr069-configuration
#
user—interface con 0
user—interface aux 0
user—interface vty 0 4

user privilege level 3

set authentication password cipher adminl23
#

return

WHEBR K AL

6.1 f8 ping HEINEARS 2% 1P, A REFTFF

1. REHAEHT, B A 2 B AT E IR 55 25 34, i /2
PR AORBATHAE . B RR R AT T B KIS &, TRk
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2+ VHZARE ) W 24T ) R R, HEEH ] google A I Chrome ' 4%
3. WA T RN LE T M2 EEGEBGNIEIR S 88 ORIV HD 3 — B HERR 1]
.
4. FHIHENE LIRSS 2% 1] 8L R A7 AL, T ST 45 U 2% B B i) Wa ds 10
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4) TE WIYEHS, J5 H AN E
5. BRR] FEARS T

6.2 WIEMR 2RI 2BHEME B

1. ERENE LTI, B4 LNS FCE LSRR S SR BCE
2+ BRI\ LNS FIEARSS & LA N ZE T IA, 5 AR AE DT KIS 2 kg, 18
R 2B K8 A S 5 AT radius AHIRHI ML
VE: BB AN, T RGEEAE LNS B N dr A EEAT 3A MR o 20k A
Wi B DL SR .
BAHE &4 : Routerfitest aaa group radius test test new—code

N4 <Huawei>test admin 123456 radius—template 1



